Information is one of the most important assets in Organizations worldwide. To enable secure business operations, an organization must have an effective security governance strategy. The study focused on Information security governance in Public Universities in Kenya by establishing the current status of information security practices. Purposive sampling used to select seven (7) public Universities. A descriptive survey design, involving questionnaire was conducted to collect quantitative data. 394 respondents participated in the study. Data was analyzed using SPSS software. Correlation and multiple Regression analysis were obtained. The findings reveal that information security management's participation level is inadequate to deal effectively with information security governance threats, roles and responsibilities not well defined in support of information security governance practices. The research provides a comprehensive model for ensuring alignment of information security objectives with business objectives.
INTRODUCTION
Organizations today face universal revolution in governance that directly affects their information management practices. There is an increased need to focus on the overall value of information protected and delivered in terms of enabled services. Due to the high-profile organizational failures of the past years, legislatures, statutory authorities and regulators have created a range of new laws and regulations designed to force improvement in universities governance, security controls and transparency. Previous and new laws on information retention and privacy, coupled with significant threats to information and systems disruptions from hackers, worms, viruses and terrorists, have resulted in a need for a governance approach to information management, protecting the universities' most critical assets, its information and reputation [24] . Public universities in www.ijcat.com 64 employees of the organization so they are less controlled.
Research shows that 90% of malware attacks originate through e-mail, various types of spoofing and spearphishing campaigns that entice students and others to click on illegitimate links that can usher in a Trojan horse to do damage to a network system, or compromise the security of information. Many of these kinds of threats are costly, which leads to an inundation of hacker activity that schools have to keep on top of, by segmenting network systems, shutting down compromise parts of the system, or by some other high-tech means [32] . Until recently, most of the public universities have focused their security on protecting the Information technology (IT) systems that process and store the vast majority of information, rather than on the information itself. However, this kind of approach is too narrow to accomplish the level of integration, process assurance and overall protection that is required to ensure confidentiality, integrity and availability of information [24] . Information security governance is achieved by implementing suitable set of controls, including policies, processes, procedures, organizational structures, and software and hardware functions. These controls need to be established, implemented, monitored, reviewed and improved, where necessary, to ensure that the specific security and business objectives of the organization are met [20] . Information security main goal is to reduce adverse impacts on the organization to an acceptable level of risk. To ensure effective information security, Universities information management must establish and maintain a governance model to guide in the development and maintenance of a comprehensive information security programme. However, studies undertaken by [31] found that management do not understand the importance of information security, they do not give adequate support. There are risks of integrity and confidentiality violation which leads to universities having unreliable grading, financial loss and jeopardized reputation. A study done by [40] found that practices around information/data security elements were not to the expectation within the universities. Despite all these threats and risks, there is still a perception that information security is an IT problem rather than everyone's business.
The purpose of this study is to design a model for [17] defined the objective of information security as the protection of the interests of those relying on information, and the information systems and communications that deliver the information, from harm resulting from failures of availability, confidentiality and integrity. Any organization may consider the security objective met when those three criteria are satisfied, that is, when information systems are available to users at any given time (availability), data and information are disclosed only to authorize users (confidentiality), and data and information are protected against unauthorized modification (integrity).
RELATED WORK
Given the dramatic rise of information crimes, including phishing and other cyber attacks, few today would contend that improved security is not a requirement. With new worms/malware and the increase in reported losses of confidential customer information and intellectual property theft, senior management is left with little choice but to address these issues. Information security requires a balance between sound management and applied technology. With the widespread use of networks, individuals and organizations are concerned with other risks pertaining to privacy of personal information and the organization's need to protect the confidentiality of information, whilst encouraging electronic business [22] .
IT is essential for managing the information and knowledge required in the daily operations of an organization. It has, thus, become an integral part of most businesses and is vital to their growth [22] . Such growth comes at a price, however, today many security threats exist that threaten both IT and information per se [52] .
Consequently, both IT and information have to be protected using proper information security measures that will ensure continued growth and derived benefit [21] .
Casey [6] indicated that data security should be a key element of information technology security, that directly contributes to its measurement, data security controls like 
The Benefits of Information Security Governance
Information Security Governance (ISG) is a complex issue requiring the commitment of everyone in an organization to fulfill their role in protecting organizational information assets. Information security governance, if executed effectively, is of value to organizations in ways that exceed the mere observance of lawful conduct [45] . Effective information security governance results in enhanced internal security practices and controls and the promotion of self-governance as an alternative to legislation [11] .
Sound ISG efforts have the potential to reduce auditing and insurance costs and differentiate the organization from industry competitors through an ongoing process of selfimprovement [11] . ISG is a useful function for increasing overall productivity and lowering costs by delivering strategic alignment with broad organizational strategies and risk appetites [23] . This produces value for stakeholders, including by improving risk management efforts and enabling better performance measurements to provide assurance that information-related risks are under control [23] 2.2 Universities Information Security Threats [28] States that universities face a variety of cyber security threats. These include disruption to the functioning of a university network, through to more general and targeted personal information. The FTC indicated that colleges and universities are subject to the Safeguards Rule [12] . [15] Further indicates that cyber attacks prove that even the most sophisticated computer systems like those of major banks, the government, and top retailers are not University of California Berkeley, 160,000 people had their identity stolen during a computer security breach, the hackers operated for six months before being discovered [14] . [42] highlighted that about 53 universities, including Kenyatta University hacked into the institution's online database and altered examination results [46] . Due to the alterations, the university struck off names of many students who were scheduled to graduate on December 9th
2011. During the graduation period, students want better cumulated average score, and fee clearance as well, and this creates the motivation for attacking university systems [26] With this in mind, better security often starts with identifying separate pools of users for example, administrative staff versus faculty and students, and then customizing controls and access for each of these groups individually. The challenge of limited resources and funding for university cyber security generally speaks for itself. The above kinds of network monitoring and cyber security engineering have significant costs attached to them, and many universities simply find it difficult allocate the manpower or the funding to address cyber security issues. [53] Emphasized that failure of institutions to recognize the strategic importance and crucial role of electronic information assets as well as not ensuring its 
Risk Assessment
Risk assessment is a key part of an effective information security management system. [35] 
Information Security Controls
A security control is a safeguard or countermeasure designed to protect the confidentiality, integrity, and availability of an information asset or system and meet a set of defined security requirements. According to [48] Security controls cover management, operational, and technical actions that are designed to deter, delay, detect, deny, or mitigate malicious attacks and other threats to information systems. The protection of information involves the application of a comprehensive set of security controls that address cyber security (i.e., computer security), physical security, and personnel security. It also involves protecting infrastructure resources upon which information security systems rely (e.g., electrical power, telecommunications, and environmental controls). The selection and application of specific security controls are directed by a facility's information security plans and policies.
Physical Security Controls
Physical controls form the first level of defense for an organization. Such controls prevent access to facilities by unauthorized individuals [43] . Accordingly, these controls regulate access in and out of organizational environments.
Such controls are the easiest and least expensive to implement, but are often also the most effective. 
Technical/ Logical Security Controls
According to [3] , technical security controls is also called logical controls, they refer to restriction of access to system. [44] Posits that logical security elements consist of those hardware and software features provided in a system that helps to ensure the integrity and security of data, programs and operating systems. Hardware elements that segregate core and thus present overlap, accidental or intentional, level of privileges that restrict access to the operating system programs, firmware programs that are not software-modifiable and similar Software elements that provide access management capabilities. These are the key security elements in a program to protect electronic
information. An effective logical security system provides the means to identify, authenticate, authorize, or limit the authenticated user to certain previously stipulated actions,
for each system user who may sign on or for each program 
Administrative Security Controls
Administrative security controls also called procedural controls are primarily procedures and policies which put into place to define and guide employee actions in dealing with the organizations' sensitive information [25] . They inform people on how the business is to be run and how day to day operations are to be conducted. Laws and regulations created by government bodies are also a type of administrative control because they inform the business.
Administrative security controls in the form of a policy can be enforced with technical or physical security controls. 
Information Security Policy
According to [41] , the cornerstone of effective information security architecture is a well written security policy. A security policy is a formal statement of the rules by which people who are given access to an organization's technology and information assets must abide. Since a policy is typically written at a broad level, organizations must also develop standards, guidelines, and procedures that provide employees with a clear approach to implementing the policy [37] . In order for a security policy to be appropriate and effective, it needs to have the acceptance and support of all levels of employees within the organization. The ISO 27001 standard requires that the security policy document (A.5) should be approved by management, published and communicated as appropriate to all employees [5] . It should state management commitment and set out the organizations approach to managing information security. However, [10] pointed out that good governance of Information Security is reflected by the commitment of the management and the leadership through formulation of a security policy based on risk analysis. Henceforth, security policy plays a strategic role in defining high level organizational direction, as well as being specific to the practical operations for users [30] .
Information Security Governance Roles and Responsibilities
The importance of the structure and organization of the information security within an organization is essential for the success of an information security governance plan.
Several codes of best practices for information security management stress the importance of having a proper information security organizational structure which includes the creation of an information security forum [51] . [33] Suggest that the information security governance forum should consist of representatives from mid-level to senior-level management from lines of business, IT, audit and risk. Information security is everyone's responsibility from the general members of staff all the way up through all levels of management to the board of directors [16] but if all employees involved do not understand their roles and responsibilities, the organization will not be able to protect the integrity, confidentiality and availability of its information. [47] argued that it is important that people understand the protection available to them when faced with threats [13] and also when they are the ones causing the threat to the organization. [56] activity. All interested parties should be involved but ultimately the responsibility lies at the management level.
They should have an understanding of why information security needs to be governed and that they also have several responsibilities to ensure that information security governance is in place [55] .
Critical Success Factors for Information Security Governance

Management Commitment
Ultimate responsibility for managing information security 
Compliance
Organizations have to demonstrate an information security policy that proves they have a range of steps and measures in place for compliance, if these policies are not adhered to, the regulators reserve the right to prosecute [21] ). [21] and [19] emphasize the importance of complying with an organization's policies, company standards and procedures, this is because human nature in general and employees in particular do not always conform to the wishes of executive management with regard to information security and secure information practices. [30] argued that university environment is made up of a mixture of corporate culture and academic freedoms, thus it is most likely that information security may be taken as disabling rather than enabling. Hence by carrying out security awareness programs, the culture of compliance should develop. 
Conceptual framework for Information Security Governance
METHODOLOGY
The study adopted a descriptive survey design in which quantitative data was collected among employees of public universities in Kenya. 394 respondents were sampled using [57] . Purposive sampling was used to select the first seven 
RESULTS
On risk assessment the findings shows that (60. A comparison across all statistics presented in Table 3 for the coefficients shows that; Information security controls A comparison across all statistics presented in Table 6 of coefficients shows that; Information risk management has (B = .048, p < 0.001), Information security Policies has (B = .605, p < 0.001), Information security controls (Sectrols_1) has (B = .613, p < 0.001), Roles and responsibilities (Rolesresponsi_1), has (B = .357, p<.01) are significant and their coefficients positive indicating that the greater the proportion of predictors implemented the higher the confidentiality of the information security governance model. other forms of intellectual property (IP) and availability is when information is available and usable when required, and the systems that provide it can appropriately resist or recover from attacks.
DISCUSSION
The general objective of the research was to design an information security governance model for public 
CONCLUSION
Information security governance is the responsibility of the senior executives. It must be an integral and transparent part of enterprise governance and be aligned with the IT governance framework. Senior executives have the responsibility to consider and respond to the concerns and sensitivities raised by information security, they are also expected to make information security an intrinsic part of governance, integrated with processes they already have in place to govern other critical organizational resources. The research reveals that information security governance desired outcomes cannot be achieved due to lack of senior executive management involvement. Accordingly, executive management is required to both direct and control information security according to sound corporate governance principles and list of information security best practices which include implementing various internal controls, policies, risk management strategies and mediating factors for information security to provide assurance that information asset are in a secure environment for business to thrive. The research reveals that most of these security best practices are rarely fulfilled due to lack of effective information security model for attention by executive management which will guide the executive management in the allocation of finance to Information security efforts in relation to the risks and degree of damage that security incidents may produce. To address this research gap, the study integrates a model for information security governance in public universities in Kenya with information security controls, policies, risk management strategies, defined roles and responsibilities.
The findings strongly support the model, showing that all the security best practices ensured confidentiality, integrity and availability of information asset.
RECOMMENDATIONS
The study reviewed the current state of information reveal that some users use weak passwords. Poor password selection is frequently a major problem for any system's security. Practically it can be challenging to ensure that staff and students have read, understood and complied with policies but the policies cannot be effective unless they are widely understood and enforced.
